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Disclaimer

The information contained in this Software Development Kit is for general guidance on using
SecureMetric products. While SecureMetric have made every attempt to ensure the information
contained in this Software Development Kit is believed to be accurate and reliable, however
SecureMetric is not responsible for any errors or omissions, nor for any infringement of patents or other
rights of third parties resulting from its use. Any third party trademarks or trade names are the property of
their respective owners.

All the Products, Software Samples, Tools, Utilities and Documents contained in this Software
Development Kit are the Intellectual Property of SecureMetric. SecureMetric reserves the right to make
changes, updates, amendment, at anytime and without notice.

Copyright © 2008 SecureMetric Technology Sdn Bhd. All rights reserved.

Revision History:

Date Version Description

January 2007 1.0 1st Edition
July 2008 1.1 1st Revision
January 2009 1.2 2nd Revision
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Software Developer's Agreement

All Products of Securemetric Technology Sdn. Bhd. (Securemetric) including, but not limited to,
evaluation copies, diskettes, CD-ROMSs, hardware and documentation, and all future orders,
are subject to the terms of this Agreement. If developers do not agree with the terms herein,
please return the evaluation package to us, postage and insurance prepaid, within seven days
of their receipt, and we will reimburse developers the cost of the Product, less freight and
reasonable handling charges.

1. Allowable Use - Developers may merge and link the Software with other programs for the
sole purpose of protecting those programs in accordance with the usage described in the
Developer’'s Guide. Developers may make archival copies of the Software.

2. Prohibited Use - The Software or hardware or any other part of the Product may not be
copied, reengineered, disassembled, decompiled, revised, enhanced or otherwise modified,
except as specifically allowed in item 1. Developers may not reverse engineer the Software or
any part of the product or attempt to discover the Software’s source code. Developers may not
use the magnetic or optical media included with the Product for the purposes of transferring or
storing data that was not either an original part of the Product, or a Securemetric provided
enhancement or upgrade to the Product.

3. Warranty - Securemetric warrants that the hardware and Software storage media are
substantially free from significant defects of workmanship or materials for a time period of
twelve (12) months from the date of delivery of the Product to developers.

4. Breach of Warranty - In the event of breach of this warranty, Securemetric’s sole obligation
is to replace or repair, at the discretion of Securemetric, any Product free of charge. Any
replaced Product becomes the property of Securemetric.

Warranty claims must be made in writing to Securemetric during the warranty period and within
fourteen (14) days after the observation of the defect. All warranty claims must be accompanied
by evidence of the defect that is deemed satisfactory by Securemetric. Any Products that
developers return to Securemetric, or a Securemetric authorized distributor, must be sent with
freight and insurance prepaid.

EXCEPT AS STATED ABOVE, THERE IS NO OTHER WARRANTY OR REPRESENTATION
OF THE PRODUCT, EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.

5. Limitation of Securemetric’s Liability - Securemetric’s entire liability to developers or any
other party for any cause whatsoever, whether in contract or in tort, including negligence, shall
not exceed the price developers paid for the unit of the Product that caused the damages or are
the subject of, or indirectly related to the cause of action. In no event shall Securemetric be
liable for any damages caused by developers failure to meet developer’s obligations, nor for
any loss of data, profit or savings, or any other consequential and incidental damages, even if
Securemetric has been advised of the possibility of damages, or for any claim by developers
based on any third-party claim.

6. Termination - This Agreement shall terminate if developers fail to comply with the terms
herein. ltems 2, 3, 4 and 5 shall survive any termination of this Agreement.
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CE Attestation of Conformity
The equipment complies with the principal protection requirement of the EMC
Directive (Directive 89/336/EEC relating to electromagnetic compatibility) based
on a voluntary test.

This attestation applies only to the particular sample of the product and its technical documentation
provided for testing and certification. The detailed test results and all standards used as well as the
operation mode are listed in

Test report No.: SHEMOO0811004141T01
Test standards: EN 55022: 2006
EN 55024: 1998/A1 :2001/A2 :2003
EN 61000-3-2: 2006
EN 61000-3-3: 1995/A1 :2001/A2 :2005

After preparation of the necessary technical documentation as well as the conformity declaration the
CE marking as shown below can be affixed on the equipment as stipulated in Article 10.1 of the
Directive. Other relevant Directives have to be observed.

FCC certificate of approval
This Device is in conformance with Part 15 of the FCC Rules and Regulations for
Information Technology Equipment.

Test report No.: SHEMOO0811004141T02

Test standards: CFR 47 Part 2: 2007
CFR 47 Part 15: 2007
ANSI C63.4: 2003

USB

non.ﬂ

" Dispose in separate collection.

This equipment is USB based.




— SECURE

— METRIC
SecureToken ST3 User’s Guide V1.2

I U T g 10 o L= I W o ] =V YRR 1
N I o 1Y (=T (UL (= 2SR 2
L2 OV VIBW ittt ettt bbbttt et et ettt e e e e et et e et e e et e e et aaeaaaeaaans 3
1.2.1. Interface Before Connecting the TOKEN ...........iiiiiiiiiiii e 3
1.2.2. Interface After Connecting the TOKEN ...........uuuiiiiiiiiie e e 4
1.2.3.  BUIIONS oottt e e e e 4
1.3, INIANIZE TOKEN ..ttt ettt e e e ettt e et e e et e et e e et e e e et aaaaaaeaaans 5
N s F= T oo T TS T @ I | SR 6
1.5, UNDIOCK USEI PIN ... ettt bt e et e et e e et e e e e e e e et aaeaaaetaaeaaaeaaans 7
1.6, Change TOKEN NAME......ccoiiiiiiiiiiiie e e e e e e e e e e e eaeeeees 8
A o - T oo T T U LS = | N RSP 9
1.8, ClITICALES ..o oot bbb e e e e e ar e rreeeeeae e 10
S T o (] o T I o 11 o PRSP 10
1.8.2. Viewing Certificate INfOrmMation .............ooouiiiuiiii i e 12
RS T B 1= To | (o B 1 [ USSR 14
1.10  SIot/TOKeN INFOIMETION ......ciii it e et et bbb e e e e e e e e seeeeeeeees 15
0 B R © 1T SR 16



— SECURE

— METRIC
SecureToken ST3 User’s Guide V1.2
Figure 1.1  SecureToken ST3 AUt0 Setup WIZard...........ooovuiiiiiiiiiiie e e eeeeiees 2
Figure 1.2 Interface Before Connecting the TOKEN ...........oouiiiiiiiiiii e e 3
Figure 1.3 Interface After Connecting the TOKEN ........coiiiviiiiiiiii e e e e e eeeeaee 4
Figure 1.4 Interface to INitialize TOKEN ......coooiiiiiiiiiii e e e eeeeane 5
Figure 1.5 Interface to Change SO PIN ...t et e e e e e eeeeane 6
Figure 1.6 Interface to UNDIOCK USEI PIN........cuuuiiiiiiiiii i e e e eeeee i e e e e e eeaenne 7
Figure 1.7 Interface to Change TOKEN NAME .......ciiiiiiii i e e e e e eeeeane 8
Figure 1.8 Interface to Change USEr PIN ... ..ottt e eeeee i e e e e e eeaeane 9
Figure 1.9  Interface t0 TOKEN LOGIN......uuiiiiiiiiiiiieii s e e e e e n e b e e 10
Figure 1.10 InCorrect PIN DIialog BOX.......oiiiiiieieiiiiiiiiiiiise ettt s sss e e e e et e e e e e n e e e e e 11
Figure 1.11 Interface Of CertifiCate LiST........cccoiiiiiiiiiiiiii e e e 11
Figure 1.12 Interface of Certificate ManNager..........viiiiiiii i e e e e e e eeeen 12
Figure 1.13 View Certificate Dialog BOX..........cuuuuiiiiiiiiiiiiiiieiii e e e e s eeeee e s eeaaeeeeens 13
Figure 1.14 Interface of DIAgNOSLIC .......iiiiii ittt e e e e e e ee b e e e e e eeeees 14
Figure 1.15 Interface of Slot and Token INfOrmation..............ccoviiiiiiir i e 15
Figure 1.16 INterface Of SEUINGS. ....uuuur ittt e e e e e e e ee et aanaaeeeeeeens 16



— SECURE
—- METRIC

SecureToken ST3 User's Guide V1.2

This User Guide provides the user friendly explanation and guidance on how to use
SecureToken ST3’s Token Manager which includes the following topics:

Prerequisite
Overview

Initialize Token
Change SO PIN
Unblock User PIN
Change Token Name
Change User PIN
Certificates
Diagnostic
Slot/Token Information
Options
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User must correctly install SecureToken ST3 middleware into computer before start using the
SecureToken ST3.

Connect SecureToken ST3 USB Token into the PC's USB port and SecureToken ST3
middleware setup wizard will be auto loaded with follow screen appears:

* Secure Token 5T3 Setup | =]

Welcome to the Secure Token ST3
Setup Wizard

ST3

This wizard will guide vou through the installation of Secure
Token 5T3.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

TOIKEN

Installation

Click Install to start the installation.

[ Install ] [ Cancel

Figure 1.1  SecureToken ST3 Auto Setup Wizard

Click on Install button to start SecureToken ST3 middleware installation.
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The shortcut for the Token Manager can be found under “Start” “Programs”  “Secure Token
ST3”  “Token Manager”. Click the shortcut to start the Manager Tool. The following window

appears without any USB token details.

Secure Token Manager - 5T3

TOKEN =t

Token Manager

----- &7 5T3 token not found

ﬁ [ TOKEN
- SUei ST3
' Token Manager

Copyiight (5 7008, SecureMetric Technokogy Sdn. Bha, Al fghts reserved,
ﬁmﬁm STH |5 a registersd trademark of SecureMetric Technology Sdn. Bhd,

Figure 1.2 Interface Before Connecting the Token
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After a token, for example, “SecureToken ST3”, is connected to a USB port on the computer,
the Manager tool will recognize the basic information of the token automatically. The interface

looks like the below:

Secure Token Manager - ST3 )
i TOKEN —
Token Manager L—

=g {'” Ccnﬁguratnn

Ly Tnitialize Token
... Change 50 PIN

.. &% Unblock User PIN
cffj Change Token Mame
cffj Change User PIM

--@" Certificates

B :E’l Diagnostic

B @ Slot/Token Information

i -- Options I
i) About e TOKEN

B sT3
Token Manager

Copyright 2 2008, SecureMetric Technology Sda. Bhd. All rights reserved,
Securaluken ST3 |5 2 registered tragemark of Securehelric Technalogy San. Bh,

Figure 1.3 Interface After Connecting the Token

The buttons on the main interface of the Manager include: “Initialize Token”, “Change SO PIN”,
“Unblock User PIN”, “Change Token Name”, “Change User PIN”, “Certificates”, “Diagnostic”,
“Slot/Token Information”, “Options” and “About”, as shown in the left hand side of the interface

in Figure 1.2.
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Click “Initialize Token” in the main window of the manager under the “Configuration”. Then

the following screen will appear.

Secure Token Manager - 5T3

o3

TOKEN

Token Manager

=l Configuration
cﬁ"} Initialize Token
... Change 50 PIN
.. &% Unblock User PIN
{‘E} Change Token Mame
cﬁ"g Change User PIM
--@" Certificates
B ;_r’l Diagnostic
B @ Slot/Token Information
i -- Options
1'3 About

—
p—

METRIE

Configuration - Initialize Token

Enter 50 PIN:

|

Mew Uzer PIM [8 to 12 characters):

Confirrm Mew Uzer PIM (8 to 12 characterz):

l

Set 5T3 Token Mame [Max to 32 characters):

|

Figure 1.4

Interface to Initialize Token
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Click “Change SO PIN” in the main window. Then the following screen will appear.

Secure Token Manager - 5T3 Lﬂﬂ]

B TOKEN . gERueE

Token Manager

FJ«.% Configuration
&%, Tnitialize Token Configuration - Change SO PIN

F

e Change 50 PIN _

&2 Unblock User PIN Wi S0 R

{‘E} Change Token Name i|

ﬂ":\'.
""" e f;hange SREL A Mew S0 PIM [8 to 12 characters):
--@" Certificates
& ;_r’l Dizgnostic |
4] Slot/Token Information Canfirm news SO PIN [8te 12 characters];
& -- Options
-] About ]

[k Cancel

Figure 1.5 Interface to Change SO PIN
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Click “Unblock User PIN” in the main window. Then the following screen will appeatr.

Secure Token Manager - 5T3 Lliﬁﬂj

TOKKEN . gERueE
B Token Manaee o |
Token Manager

FJ«.% Configuration
%, Initialize Token Configuration - Unblock User PIN
... Change 50 PIN

&% Unblock User PIN
-4z Change Token Name |

R f;hange SREL A Mew Uzer PIM [8 to 12 characters):
--@" Certificates

& ;_r’l Dizgnostic |
4] Slot/Token Information Coanfirm niew Weer PIM [8 ta 12 characters]:

i -- Options

Enter 50 PIN:

-] About ]

Figure 1.6 Interface to Unblock User PIN
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Click “Change Token Name” in the main window. Then the following screen will appear.
Secure Token Manager - 5T3 %1
TOKEN T s

Token Manager

FJ«.% Configuration
&%, Tnitialize Token Configuration - Change Token Name

q"ff'} Change 50 PIM

ﬁj Unblack User PIN Current 5T 3 Token Marne;

‘ff] Change Token Mame SecureToken ST3
&zl Change User PIN Mew ST3 Token Mame:
@' Certificates ]
4] Diagnostic

B @ Slot/Token Information
- [£} Options —I\

-] About

Figure 1.7 Interface to Change Token Name
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Click “Change User PIN” in the main window. Then the following screen will appear.

Secure Token Manager - 5T3 Lliﬁﬂj

TOKEN  sEaume

Token Manager 1

L—_J{f"ﬁ Configuration

&% Tnitialize Token Configuration - Change User PIN
-
e Change 50 PIN 3
&8 Unblock User PIN Ul Hseebi:
L-dr Change Token Mame i|
o f;hange SR Mew User PIM [3 to 12 characters):
--@" Certificates
& ;_r’l Dizgnostic |
4] Slot/Token Information Coanfirm niew Weer PIM [8 ta 12 characters]:
i -- Options
-] About ]

[k Cancel

Figure 1.8 Interface to Change User PIN
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SecureToken ST3 Manager can provide operations such as viewing certificate information,
importing, and deleting can be performed.

Click “Certificates” in the main window. Then the login screen will appear as below:

Secure Token Manager - ST3 )
TOKEN —
- —

g e .
Token Manager

=45 Configuration )
-4z Initialize Token Token Login

&2 Unblack User PIN User BIN: - |

L4 Change Token Mame

&% Change User PIN 2hs
--§" Certificates

-] Diagnostic

-4 Slot/Token Information

[ Options
-] About

Figure 1.9 Interface to Token Login

If wrong PIN is entered, the following error message will be prompted indicating
incorrect PIN. Press “Yes” to go back to login dialog box in Figure 1.9 and retry login.
Otherwise, press “No” to exit login dialog.

10
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5T3 - Error

O Invalid User PIN! Please chedk your input and fry again,

Figure 1.10 Incorrect PIN Dialog Box

Note: SecureToken ST3 by default alow up to 3 limited times of incorrect PIN. If incorrect
PIN for 3 times entered, SecureToken ST3 will be blocked from any further operation,
please contact system administrator for assistance. After entering the correct PIN and
press the “OK” button, the following window appears.

TOKEN

Token Manager

Secure Token Manager - ST3 )
—
- METIC

L—_J{f"ﬁ Configuration
.. &% Initislize Token Certificate Manager

q"ff'} Change 50 PIM

o =& feitian. 3322.0rg's feitian 3322.0ig 1D
e - I} BE04884D-273D-4594 E564-51D43B5B 063D
i--&5 Change Token Name e :
iy = ::[ Signature and ey Exchange uzage
L& Change User PIN y £
: -0 Certificate
--@" Certificates .
. i b [ Privatekey
i }B Dlagl'll:lstlc ..... E Fublick e
437 Slot/Token Information 5
o -- Cptions
-] About
g Delete | Logout

Exricit

Figure 1.11 Interface of Certificate List

11
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1. When the certificate, public key or private key is selected, the “View” button will be
enabled.

Secure Token Manager - 5T3 Lﬂﬂ]

B TOKEN ) m

Token Manager 1

=l Configuration
.. &% Initislize Token Certificate Manager

L4 Change 50 PIN

- &% Unblnck User PIN

{‘E} Change Token Mame

cﬁ"g Change User PIM

=4 Feitian. 3322 org's feitian. 3322.0rg 1D
EIJ GE043340-2730-4654-B564-51 0 4385E 0630
= :j Signature and Key Exchange uzage

g - Py
- ) i Publick.ey

B Q Slot/Token Information

i -- Options

-] About

Wi | Delete | Logout

Irnpiort | Ewport |

Figure 1.12 Interface of Certificate Manager

12
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2. Click “View Certificate” button. Then Certificate View dialog box appears. Click “Certificate
Info” to view certificate information.

View certificate M

General | Details | Certification Path |

la . Certificate Information

Windows does not have encugh information to verify
this certificate.

Issued to: feitian.3322.0rg

Issued by: feitian.3322.0rg

Valid from 1/3/2007 to 26/2/2017

[15513" Certificate. i Issuer Statement

[ oo ]

Figure 1.13 View Certificate Dialog Box

13
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Click “Diagnostic” in the main window. Then the following screen will appear.

Figure 1.14 Interface of Diagnostic

14
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Click “Slot/Token Information” in the main window. Then the following screen will appear.

Figure 1.15 Interface of Slot and Token Information

15
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Click “Options” button in the main window of the Manager. Then Settings window appears. User
can set to “Visit the following website when ST3 token inserted” by selecting the checkbox.

If “Visit the following website when ST3 token inserted” option is checked and input a website
below, the token middleware will prompt to the website automatically each time the ST3 token

plugged into the computer.

Lastly, click “OK” button to confirm.

Figure 1.16 Interface of Settings
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